ESSAY

NORMS OF COMPUTER TRESPASS

Orin S. Kerr*

This Essay develops an approach to inlerpreting compulter trespass
laws, such as the Computer Fraud and Abuse Act, that ban unauthor-
iwzed access to a computer. In the last decade, courts have divided sharp-
ly on what makes access unauthorized. Some courts have interpreted com-
puter trespass laws broadly to prohibit trivial wrongs such as violating
terms of use to a website. Other courts have limited the laws to harmful
examples of hacking into a computer. Courts have struggled to interpret
authorization because they lack an underlying theory of how to distin-
guish authorized from unauthorized access.

This Essay argues that authorization to access a computer is con-
tingent on trespass norms—shared understandings of what kind of ac-
cess invades another person’s private space. Judges are unsure of how to
apply computer trespass laws because the Internet is young and its tres-
pass norms are unsettled. In the interim period before norms emerge,
courts should identify the best rules to apply as a matter of policy. Judi-
cial decisions in the near term can help shape norms in the long term.
The remainder of the Essay articulates an appropriate set of rules using
the principle of authentication. Access is unauthorized when the com-
puter owner requires authentication to access the computer and the ac-
cess is mot by the authenticated user or his agent. This principle can
resolve the meaning of authorization before computer trespass norms settle
and can influence the norms that eventually emerge.
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INTRODUCTION

The federal government and all fifty states have enacted criminal
laws that prohibit unauthorized access to a computer.! At first blush, the
meaning of these statutes seems clear.? The laws prohibit trespass into a
computer network just like traditional laws ban trespass in physical
space.® Scratch below the surface, however, and the picture quickly turns
cloudy.* Courts applying computer trespass laws have divided deeply over

1. The federal law is the Computer Fraud and Abuse Act (CFAA), codified at 18
U.S.C. § 1030 (2012). For a summary of state laws, see generally A. Hugh Scott, Computer
and Intellectual Property Crime: Federal and State Law 639-1300 (2001); Susan W.
Brenner, State Cybercrime Legislation in the United States of America: A Survey, 7
Richmond J.L. & Tech. 28, para. 15 n.37 (2001), http://jolt.richmond.edu/v7i3/article2.
html [http://perma.cc/4YFP-KHS8S].

2. See United States v. Morris, 928 F.2d 504, 511 (2d Cir. 1991) (concluding lower
court was not required to instruct jury on meaning of “authorization” because “the word is
of common usage, without any technical or ambiguous meaning”).

3. See S. Rep. No. 104-357, at 11 (1996) (noting CFAA “criminalizes all computer
trespass”).

4. See Orin S. Kerr, Vagueness Challenges to the Computer Fraud and Abuse Act,
94 Minn. L. Rev. 1561, 1572, 1574 (2010) [hereinafter Kerr, Vagueness Challenges] (dis-
cussing uncertain application of CFAA); Note, The Vagaries of Vagueness: Rethinking the
CFAA as a Problem of Private Nondelegation, 127 Harv. L. Rev. 751, 751-52 (2013) (not-
ing scope of CFAA—chief federal computer crime law—*“has been hotly litigated,” and
“the most substantial fight” is over meaning of authorization).
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when access is authorized.® Circuit splits have emerged, with judges fre-
quently expressing uncertainty and confusion over what computer tres-
pass laws criminalize.®

Consider the facts of seven recent federal cases involving the federal
unauthorized access law, the Computer Fraud and Abuse Act (CFAA).” In
each case, the line between guilt and innocence hinged on a dispute over
authorization:

1. An employee used his employer’s computer at work for
personal reasons in violation of a workplace rule that the com-
puter could only be used for official business.®

2. An Internet activist logged on to a university’s open net-
work using a new guest account after his earlier guest account was
blocked.?

3. Two men used an automated program to collect over
100,000 email addresses from a website that had posted the infor-
mation at hard-to-guess addresses based on the assumption that
outsiders would not find it."’

4. A man accessed a corporate account on a website using
login credentials that he purchased from an employee in a secret
side deal."!

5. A company collected information from Craigslist after
Craigslist sent the company a cease-and-desist letter and blocked
the company’s IP address.'?

5. See, e.g., United States v. Nosal, 676 F.3d 854, 865 (9th Cir. 2012) (en banc)
(Kozinski, C.].) (noting circuit split between Ninth Circuit and Fifth and Eleventh Circuits
over whether employee who violates written restriction on employer’s computer use en-
gages in criminal unauthorized access under CFAA); NetApp, Inc. v. Nimble Storage, Inc.,
No. 5:13-CV-05058-LHK (HRL), 2015 WL 400251, at *11 (N.D. Cal. Jan. 29, 2015) (noting
deep division in district courts on whether copying constitutes damage under CFAA);
Advanced Micro Devices, Inc. v. Feldstein, 951 F. Supp. 2d 212, 217 (D. Mass. 2013) (not-
ing two distinct schools of thought in case law on what makes access authorized).

6. See, e.g., CollegeSource, Inc. v. AcademyOne, Inc., 597 F. App’x 116, 129 (3d Cir.
2015) (noting meaning of authorization “has been the subject of robust debate”); EF
Cultural Travel BV v. Explorica, Inc., 274 F.3d 577, 582 n.10 (1st Cir. 2001) (“Congress did
not define the phrase ‘without authorization,” perhaps assuming that the words speak for
themselves. The meaning, however, has proven to be elusive.”); Feldstein, 951 F. Supp. 2d at
217 (“[T]he exact parameters of ‘authorized access’ remain elusive.”).

7. 18 U.S.C. § 1030 (2012).

8. See Nosal, 676 F.3d at 863—64 (holding such acts do not violate CFAA).

9. See Indictment at 4-7, United States v. Swartz, Cr. 11-ER-10260 (D. Mass. July 14,
2011) (charging criminal defendant for such conduct).

10. See United States v. Auernheimer, 748 F.3d 525, 534-35 (3d Cir. 2014) (reversing
conviction on venue grounds but not reaching whether it violated CFAA).

11. See Brief of Appellant at 10-14, United States v. Rich (4th Cir. Mar. 2, 2015) (No.
14-4774), 2015 WL 860788 (arguing such conduct does not violate CFAA).

12. See Craigslist Inc. v. 3Taps Inc., 942 F. Supp. 2d 962, 968-70 (N.D. Cal. 2013)
(concluding such conduct violates CFAA).
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6. A company used an automated program to purchase tick-
ets in bulk from Ticketmaster’s website despite the website’s use
of a barrier designed to block bulk purchases by automated
programs.'?

7. A former employee continued to access his former em-
ployer’s computer network using a backdoor account that the for-
mer employer had failed to shut down.'*

On the surface, there are plausible arguments on both sides of these
cases. The prosecution can argue that access was unwanted, at least in
some sense, and therefore was unauthorized. The defense can argue that
access was allowed, at least in some sense, and therefore was authorized."
Liability hinges on what concept of authorization applies. However, courts
have not yet identified a consistent approach to authorization. Authoriza-
tion is not defined under most computer trespass statutes, and the statu-
tory definitions that exist are generally circular.'® Violating computer
trespass laws can lead to severe punishment, often including several years
in prison for each violation.!” And yet several decades after the wide-
spread enactment of computer trespass statutes, the meaning of author-
ization remains remarkably unclear.

This Essay offers a framework to distinguish between authorized and
unauthorized access to a computer. It argues that concepts of authoriza-
tion rest on trespass norms. As used here, trespass norms are broadly shared
attitudes about what conduct amounts to an uninvited entry into another
person’s private space.'® Relying on the example of physical-world tres-
pass, this Essay contends that the scope of trespass crimes follows from
identifying trespass norms in three ways: first, characterizing the nature
of the space; second, identifying the means of permitted access; and third,

13. See United States v. Lowson, Crim. No. 10-114 (KSH), 2010 WL 9552416, at *6-7
(D.N.J. Oct. 12, 2010) (discussing but not resolving CFAA liability for such facts).

14. See United States v. Steele, 595 F. App’x 208, 210-11 (4th Cir. 2014) (holding this
violates CFAA).

15. See James Grimmelmann, Computer Crime Law Goes to the Casino, Concurring
Opinions (May 2, 2013), http://concurringopinions.com/archives/2013/05/computer-
crime-law-goes-to-the-casino.html [http://perma.cc/YYP8-A8A5] (“In any CFAA case, the
defendant can argue, ‘You say I shouldn’t have done it, but the computer said I could!”).

16. For example, the CFAA does not define “without authorization,” and the related
term “exceeds authorized access” is defined circularly to mean “to access a computer with
authorization and to use such access to obtain or alter information in the computer that
the accesser is not entitled so to obtain or alter.” 18 U.S.C. § 1030(e) (6) (2012).

17. See generally Orin S. Kerr, Computer Crime Law 328-75 (3d ed. 2013) (discuss-
ing sentencing under CFAA).

18. The word “norms” has been used to mean many different things, ranging from
practices that are common and expected among members of a society to practices that are
perceived as morally obligated within that group. See generally Richard H. McAdams &
Eric B. Rasmusen, Norms and the Law, in 2 Handbook of Law and Economics 1575, 1576—
78 (A. Mitchell Polinsky & Steven Shavell eds., 2007) (defining “norms”). In this Essay, I
use the term “trespass norms” to focus specifically on norms that relate to perceptions of
invasion of private space.



2016] NORMS OF COMPUTER TRESPASS 1147

identifying the context of permitted entry. These three steps can be used
to identify the norms of computer trespass and to give meaning to crimi-
nal laws on unauthorized access.

Interpreting computer trespass laws raises an important new twist. Alt-
hough trespass norms in physical space are relatively settled and intuitive,
computer trespass norms online are often unsettled and contested. The
Internet is new and rapidly changing. No wonder courts have struggled
to apply these laws: Doing so requires choosing among unsettled norms
in changing technologies that judges may not fully understand. In that
context, courts cannot merely identify existing norms. Instead, they must
identify the best rules to apply from a policy perspective, given the state
of technology and its prevailing uses. Published court decisions can then
help establish norms consistent with those rules.

After first identifying the conceptual challenges of applying com-
puter trespass laws, this Essay argues that the principle of authentication
provides the most desirable basis for computer trespass norms. Authenti-
cation requires verifying that the user is the person who has access rights
to the information accessed.!” Under this principle, the open norm of the
World Wide Web should render access to websites authorized unless it
bypasses an authentication gate. This approach leaves Internet users free to
access websites even when their owners have put in place virtual speed
bumps that can complicate access, such as hidden addresses, cookies-based
limits, and IP address blocks.?’ Further, when access requires authentica-
tion, whether access is authorized should hinge on whether it falls within
the scope of delegated authority the authentication implies. Access to
canceled accounts should be unauthorized, and access using new accounts
may or may not be authorized depending on the circumstances.?! Finally,
the lawfulness of access using a shared password should depend on
whether the user intentionally acts outside the agency of the account
holder.

The authentication principle advocated in this Essay best captures
the competing policy goals of modern Internet use in light of the blunt
and severe instrument of criminal law. Norms based on this principle give
users wide berth to use the Internet as the technology allows, free from
the risk of arrest and prosecution, as long as they do not contravene
mechanisms of authentication. On the other hand, the norms give com-
puter owners the ability to impose an authentication requirement and
then control who accesses private information online. The result estab-
lishes both public and private virtual spaces online using a relatively clear
and stable technological standard.

19. See infra section III.C (explaining authentication).

20. See infra Part III (discussing open nature of Web and mechanisms used by site
owners to restrict access).

21. See infra Part IV (discussing distinction between canceled accounts, blocked ac-
counts, and new accounts).
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This Essay contains four parts. Part I shows how trespass norms apply
in physical space. Part II argues that courts should apply the same approach
to computer networks but that they must identify the best trespass norms
rather than simply identify existing norms. Part III considers the trespass
norms that courts should identify in the many difficult cases involving the
Web. Part IV explains how the norms of computer trespass should apply
to the complex problems raised by canceled, blocked, and shared accounts.

1. TRESPASS IN PHYSICAL SPACE

Imagine a suspicious person is lurking around someone else’s home
or office. The police are called, and officers watch the suspect approach
the building. Now consider: When has the suspect committed a criminal
trespass that could lead to his arrest and prosecution? This section shows
how the answer comes from trespass norms in physical space—shared
understandings of obligations surrounding access to different physical
spaces. The rules are not written down in trespass statutes. Instead, those
called on to interpret physical trespass laws make intuitive conclusions
based on the nature of that space and the understood purposes of differ-
ent means of accessing it. From those intuitions, shared understandings
emerge about whether and when access to a physical space is permitted.
By unpacking our intuitions that govern physical trespass, we can then
appreciate why courts have struggled to interpret computer trespass laws.

A. Authorization and Social Norms

The concept of trespass implies signals sent by property owners
about what uses of that property are permitted. In some cases, the signals
are clear and direct. Recall the childhood game “red light, green light.”*
In the game, the game master barks out orders to the players. Green
light, they can run. Red light, they must stop. The control is direct and in
realtime, with the game master watching the players in person. In this
environment, notions of authorization are obvious. The leader monitors
and maintains complete control.

The more common and interesting problems arise when control of
authorization is implicit. In most cases, permission is deduced from the
circumstances based on signals that draw on shared understandings
about the world. A Martian who landed on Earth for the first time would
find the results deeply puzzling. Having never experienced human social
interaction, it would miss the signals and see the human understandings
as arbitrary. From our perspective, however, the signals are intuitive and
usually seem obvious.

22. See Red Light/Green Light, Games Kids Play, http://www.gameskidsplay.net/
games/sensing_games,/rl_gl.htm [http://perma.cc/3JVF-NZWM] (last visited Jan. 26, 2016).
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Importantly, the text of criminal trespass statutes doesn’t provide
these answers.? Consider New York’s trespass law, § 140.05. The language
is brief: “A person is guilty of trespass when he knowingly enters or re-
mains unlawfully in or upon premises.”** What does “unlawfully” mean?
The statutory definition tries but fails to answer that question. “A person
‘enters or remains unlawfully’ in or upon premises,” the definition says,
“when he is not licensed or privileged to do so.”® That’s no help. When
are you “licensed” to enter? What gives you a “privilege”? The text
doesn’t say.

Criminal trespass law can retain this textual ambiguity because the
real meaning of trespass law comes from trespass norms that are rela-
tively clear in physical space.?® The written law calls on the norms, and
the norms tell us, at an intuitive level, when entry to property is forbid-
den and when it is permitted. Although identifying social norms is often
difficult generally, the specific nature of trespass norms allows greater
clarity. Trespass norms are relatively specific: They are about shared in-
tuitions about what is a trespass, not what is appropriate or inappropriate
behavior generally. And those norms provide relative clarity about what is
a physical trespass.

Relative clarity doesn’t mean absolute clarity, of course. Criminal tres-
pass law is rarely litigated. Physical trespass tends to be a low-level of-
fense,?” and it typically extends to those who unlawfully remain in place
after being told by the homeowner to leave.?® As a practical matter, the
crime may be used primarily as a way to arrest and remove someone who
won’t leave where he is not wanted rather than as a tool for criminal pun-

23. Trespass is an accordion-like concept that can mean different things in different
contexts. See, e.g., 3 William Blackstone, Commentaries *208-09 (discussing variations of
trespass at common law). Because computer trespass laws are primarily criminal statutes,
the discussion focuses on liability under criminal trespass statutes. I am therefore exclud-
ing consideration of other kinds of trespass claims such as the scope of the common law
tort of trespass to chattels. See generally eBay, Inc. v. Bidder’s Edge, Inc., 100 F. Supp. 2d
1058, 1069-70 (N.D. Cal. 2000) (applying common law tort of trespass-to-chattels analysis
in computer context).

24. NY. Penal Law § 140.05 (McKinney 2010).

25. 1d. § 140.00(5).

26. See Richard H. McAdams, The Origin, Development, and Regulation of Norms,
96 Mich. L. Rev. 338, 340 (1997) (“Sometimes norms govern behavior irrespective of the
legal rule, making the choice of a formal rule surprisingly unimportant.”); see also Cass R.
Sunstein, Social Norms and Social Roles, 96 Colum. L. Rev. 903, 914 (1996) (defining
social norms as “social attitudes of approval and disapproval, specifying what ought to be
done and what ought not to be done”).

27. For example, under New York law, trespass only carries an offense level of a viola-
tion. N.Y. Penal Law § 140.05. A violation carries a maximum punishment of fifteen days.
Id. § 10.00(3).

28. See, e.g., id. § 140.05 (“A person is guilty of trespass when he knowingly enters or
remains unlawfully in or upon premises.” (emphasis added)).
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ishment on conviction.” As a result, some ambiguities may exist but re-
main latent in the statute.

But even if ambiguities remain, they are substantially narrowed by
the three ways that trespass norms inform the meaning of criminal tres-
pass laws. First, trespass norms provide a general set of rules that govern
entrance based on the nature of the space. Second, they help resolve
which means of access are permitted. And third, they explain the context
in which the permitted means become authorized.

B.  The Nature of the Space

The first way that trespass norms guide notions of license and privi-
lege is by providing informal rules based on the nature of each space.
Different spaces trigger different obligations. Private homes trigger one
set of rules. Commercial stores would trigger another. A public library
might trigger a third. A public park a fourth. Life experience with com-
mon social practices creates shared understandings about what kinds of
entry are permitted for different kinds of spaces.

Start with the home. The home triggers a robust set of assumptions
about privacy and permission.” A person’s home is his castle, the com-
mon law tells us.*® And the principle of the common law remains deeply
and widely held today. Everyone knows that you stay out of another’s
home unless there is an express invitation. If you break those norms,
trouble will follow. You can expect a frightened homeowner to call the
police, if not to emerge with a twelve gauge pointed in your direction.
And trespass case law reflects the strong default presumption of the
home: The slightest overstep or intrusion into the home, or even just en-
try based on false pretenses, has been held to be a trespass.*

But what is true for the home is not true for other physical spaces.
Contrast the home with a commercial store. Imagine it’s a weekday after-
noon and you find a flower shop in a suburban strip mall. The norms
governing access to the shop are very different from those governing ac-

29. In general, probable cause to arrest a suspect for criminal trespassing can justify
the suspect’s arrest and removal so long as the offense—typically, the refusal to leave—is
occurring in the officer’s presence. See, e.g., NY. Crim. Proc. Law § 140.10 (McKinney
2004) (describing arrest powers).

30. See generally Stephanie M. Stern, The Inviolate Home: Housing Exceptionalism
in the Fourth Amendment, 95 Cornell L. Rev. 905, 912 (2010) (discussing special status of
home in Fourth Amendment law).

31. See Semayne’s Case (1604) 77 Eng. Rep. 194, 198; 5 Co. Rep. 91 a, 93 a (“[TThe
house of any one is not a castle or privilege but for himself.”).

32. See, e.g., People v. Bush, 623 N.E.2d 1361, 1364 (Ill. 1993) (“If... the defendant
gains access to the victim’s residence through trickery and deceit and with the intent to
commit criminal acts, his entry is unauthorized and the consent given vitiated because the
true purpose for the entry exceeded the limited authorization granted.”); People v.
Williams, 667 NY.S.2d 605, 607 (Sup. Ct. 1997) (concluding “person who gains admittance to
premises through intimidation or by deception, trick or artifice, does not enter with li-
cense or privilege” for purposes of criminal trespass liability).
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cess to a home. You can approach the store and peer through the win-
dow. If you see no one inside, you can try to enter through the front
door. If the door is unlocked, you can enter the store and walk around.
The shared understanding is that shop owners are normally open to po-
tential customers. An unlocked door during work hours ordinarily signals
an invitation. That openness is not unlimited, of course. You can’t go into
the back of the store, marked “Employees Only,” without an invitation.
And if the store owner tells you to leave, you have to comply.** But in con-
trast to the closed default at a private home, the default at a commercial
store is openness absent special circumstances indicating closure.

Even open spaces can have trespass norms, and those norms can dif-
fer from the norms governing entry into enclosed structures such as
homes or stores. In a recent Fourth Amendment case, Florida v. Jardines,
the Supreme Court considered the trespass norms that apply to a front
porch. Officers suspected that Jardines might be growing marijuana in
his home, so they walked a drug-sniffing dog up to his front porch and
had him give the front door a good, hard sniff.** The dog alerted to
drugs, creating probable cause for a warrant and a search.?’

The Justices ruled that walking up to the front door with the dog was
a trespass that violated the Fourth Amendment because it exceeded the
implied social license governing approach to the home.*® According to
Justice Scalia, some entry onto the front porch was permitted by social
custom. Any visitor could “approach the home by the front path, knock
promptly, wait briefly to be received, and then (absent invitation to linger
longer) leave.”* On the other hand, bringing a drug-sniffing dog to the
front door violated that customary understanding:

To find a visitor knocking on the door is routine (even if some-

times unwelcome); to spot that same visitor exploring the front

path with a metal detector, or marching his bloodhound into

33. See, e.g., State v. Cooper, 860 N.E.2d 135, 138 (Ohio Ct. App. 2006) (entering
portion of store marked “Employees Only” was trespass because sign “put the defendant
on notice that by entering the room, he was in violation of restriction against access that
applied to him”).

34. See, e.g., Model Penal Code § 221.2(2)(a) (Am. Law Inst. 2015) (punishing as
“defiant trespass” a person who stays in a place when notice of trespass has been provided
by “actual communication to the actor™).

35. 133 S. Ct. 1409 (2013).

36. Id. at 1413.

37. 1d.

38. See id. at 1417 (“[W]hether the officers had an implied license to enter the porch. ..
depends upon the purpose for which they entered. Here, their behavior objectively reveals
a purpose to conduct a search, which is not what anyone would think he had license to
do.”).

39. Id. at 1415.
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the garden before saying hello and asking permission, would in-

spire most of us to—well, call the police.*

The lesson is that different spaces have different trespass norms. Some
spaces are open, others are closed, and still others are open to some but
closed to others. The text of trespass laws is often misleadingly simple—
just the simple prohibition against unlicensed entry. Meanwhile, the real
work of distinguishing culpable invasions from nonculpable explorations
comes from space-specific norms.

C. Means of Access

The second role of trespass norms is to identify means of permitted
access. Permission to enter often is implicitly limited to specific methods
of entrance. And we know which means of entry are permitted, and which
are forbidden, by relying on widely understood social understandings.

Consider entrance to a commercial store. The trespass norm govern-
ing a commercial store might be that entrance is permitted when a ready
means of access is available that can be read in context as an open invita-
tion. That principle implies limits on which means of access are allowed.
An open window isn’t an invitation to jump through the window and go
inside. If there’s an open chimney or mail drop, that’s not an invitation
to try to enter the store. Barring explicit permission from the store own-
er, the only means of permitted access to a commercial store is the front
door.

The source of these principles seems to be a socially shared under-
standing of the intended function of walls, windows, chimneys, and doors.
Windows are there to let in light, not people. Chimneys exist to let out
smoke, not admit guests (Santa excepted). We know from life experience
that these ways in are not authorized. In contrast, entry through the un-
locked front door is authorized. The front door is intended for customer
entrance and exit. That’s why it’s there.

D. Context of Access

Trespass norms play a third role by governing the context in which
entrance can occur. Entry through the front door might be authorized,
but the front door isn’t for everyone. Doors usually come with locks, and
locks are designed to let some people in and keep other people out.
Locks are an example of access control by which we recognize a means of
access but limit it to specific people with specific rights.* To complete

40. Id. at 1416. According to Justice Scalia, the norms were readily grasped even though
they were not written down: “Complying with the terms of that traditional invitation does
not require fine-grained legal knowledge; it is generally managed without incident by the
Nation’s Girl Scouts and trick-or-treaters.” Id. at 1415.

41. See Alfred J. Menezes, Paul C. van Oorschot & Scott A. Vanstone, Handbook of
Applied Cryptography 3 (1996) (defining “access control” as means of “restricting access
to resources to privileged entities”).
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the picture of how norms govern authorization to enter a home, we need
to consider how those norms apply to locks and keys.

The starting point is simple enough. The property owner owns the
door, lock, and keys, so the owner presumptively is in charge. If the lock
breaks, the owner has to buy another one. The owner has the power to
decide who gets a key and who is permitted to use it. As a result, authori-
zation of entrance by key depends on whether that entrance was within
the zone of authority delegated by the owner.

Imagine you are walking down the street and you see and pick up a
lost house key. Possession of the key doesn’t entitle you to use the key and
enter the house. You have the key, but you lack permission to use it. And
you lack permission because there’s no chain of authorization coming
from the owner. Picking a lock is unauthorized for the same reasons, at
least unless you're a locksmith who the owner hired to open the door
after being locked out.* If the owner grants you permission but later re-
vokes it, your authorization expires with the revocation. If the home-
owner gives someone else the key but places limits on access, those limits
govern authorization.*?

The lesson of these examples is that authorization rests on trespass
norms. In a world of indirect communication, familiarity with the social
signals of what entry is permitted or forbidden makes the law clear
enough that most people don’t fear arrest in their everyday activity. The
nature of the space provides one set of messages, norms about the in-
tended purpose of different means of access provide even more detailed
guidance, and access controls within the zone of permission delegated by
property owners provide an additional layer of rules.

II. THE NORMS OF COMPUTER TRESPASS

The Internet has its own kind of trespass law that closely resembles
its physical-world cousin. In cyberspace, the relevant law is found in com-
puter misuse statutes such as the CFAA.** The CFAA and its state equiva-
lents ban unauthorized access to a computer.*® At a broad level, the pur-
pose of those statutes is easy to describe: Unauthorized access statutes are
computer trespass statutes.*® Applying the new statutes requires translat-

42. Cf. Taha v. Thompson, 463 S.E.2d 553, 557 (N.C. Ct. App. 1995) (holding evi-
dence that individual sent locksmith onto property to change locks without homeowner’s
permission establishes trespass).

43. See Douglas v. Humble Oil & Ref. Co., 445 P.2d 590, 591 (Or. 1968) (en banc)
(holding employee who was given key to employer’s home to feed employer’s pets com-
mitted trespass when employee used key to enter home for different reason).

44. 18 U.S.C. § 1030 (2012).

45. For an overview, see generally Scott, supra note 1, at 639-1300. In this Essay, I
include both “access without authorization” and conduct that “exceeds authorized access”
as within the general ban on unauthorized access. See infra section IIL.B (discussing unau-
thorized access).

46. See supra notes 2-5 (discussing court applications of computer trespass laws).
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ing concepts of trespass from physical space to the new environment of
computers and networks. But as courts have found, understanding the
concept of authorization to computers ends up being surprisingly hard.?’
The courts are divided, with many courts struggling to apply this simple-
seeming concept.*

The norms-driven nature of physical trespass law explains why courts
have struggled to interpret computer trespass laws. The trespass norms of
physical space are relatively clear because they are based on shared expe-
rience over time. The Internet and its technologies are new, however, and
the trespass norms surrounding its usage are contested and uncertain. When
faced with an authorization question under a computer trespass law, today’s
judges bring to mind the Martian from outer space considering how tra-
ditional trespass laws might govern trespass into a home. Without estab-
lished norms to rely on, the application of a seemingly simple concept
like “authorization” becomes surprisingly hard.

This section develops three lessons for interpreting authorization in
computer trespass statutes that follow from the norms-based nature of
trespass law. First, the meaning of authorization will inevitably rest on the
identification of trespass norms, which will in turn rest on models and
analogies. Second, Internet technology is sufficiently new, and the norms
of computer trespass sufficiently unsettled, that judges applying com-
puter trespass law must not just identify existing trespass norms, but must
identify as a policy matter the optimal rules that should govern the Internet.
And third, despite these challenges, trespass provides a sensible frame-
work for regulating computer misuse and courts have the ability to iden-
tify and apply the norms for computer trespass within the framework of
existing laws.

A.  The Inevitability of Norms in Computer Trespass Law

The first lesson is that the meaning of authorization in computer
trespass laws inevitably rests on the identification of proper trespass
norms. Like their physical-world cousins, computer trespass laws feature
unilluminating text. They prohibit unauthorized access to computers just
like physical trespass laws prohibit unlicensed entry to physical spaces. In
both contexts, the meaning of the law must draw from social understand-
ings about access rights drawn from different signals within the relevant
spaces. Courts must identify the rules of different spaces based on under-
standings of the relevant trespass norms.

It’s no surprise that litigation over computer trespass laws often trig-
gers a battle of physical-space analogies. The government, seeking a broad
reading of the law, will push analogies to physical facts that trigger strict
norms. The defense, seeking a narrow reading of the law, will push analo-

47. See supra notes 2-5.
48. See supra notes 4-5 (providing examples of disagreements among courts over
concep